MPOR-26,491 

FIG 2 



128 - 
120 - 



— — - ENCRYPT ASYM 



130'- 



ENCRYPT SYM 




CA CERT 



126 



MPOR-26,491 
<CCT START 



3/8 



302 



z> 



USER ACTIVATES 
CAPTURE DEVICE 



304 



INITIATE CAPTURE 



306 



REQUEST "START" CERTIFICATE 



308 




REQUEST TIME DATE / LONG/LAT STAMP 



EMBED 



REQUEST "STOP" CERTIFICATE 



ENCRYPT 



COMPRESS 



c 



TRANSMIT TO 
REPOSITORY 

i 

END 



324 



312 

314 

...316. 
318 

320 
322 



MPOR-26,491 



FIG 4 



N 



REQUEST "START" 
CERTIFICATE 



402 




SEND "START" 
TEXT TO CA 




STORE IN ASSOCIATION 
WITH CAPTURE FILE 




RETURN 




414 



406 



412 



MPOR-26,491 5/8 



FIG 5 



REQUEST T/D & L/L 
STAMP 



502 



ACCESS GPS 
SYSTEM 



OBTAIN TIME 
AND LONG / LAT 
INFORMATION 



508 

RETURN ) 



MPOR-26,491 



6/8 



FIG 6 




EMBED 




602 



INITIATE STEGANOGRAPHY 
ALGORITHM 



604 



PERMANENTLY MODIFY CAPTURE FILE 
WITH T/D & L/L INFORMATION 



606 



STORE AN MODIFIED 
CAPTURE FILE 



608 




MPOR-26,491 



7/8 



FIG 7 



REQUEST "STOP" 
CERTIFICATE 




702 



CREATE "HASH" OF 
MODIFIED CAPTURE FILE 



SEND HASH TO 
CERTIFICATE AUTHORITY 



N 




708 



SIGN MODIFIED 
CAPTURE FILE 



STORE SIGNED 
CAPTURE FILE 



704 



706 



710 



712 



^ "—-^ 716 

C^' RETURN ~J^> 



MPOR-26,491 8/8 



FIG 8 




USE SYMMETRICAL 
ENCRYPTION ALGORITHM 
WITH "KEY" 



CREATE FIRST 
CIPHERTEXT FILE 



USE ASSYMMETRICAL 
ENCRYPTION ALGORITHM 



CREATE SECOND 
CIPERTEXT FILE 
AS AN ENCRYPTED STAMPED 
AND CERTIFIED CAPTURE 
FILE 



4 

RETURN 



812 



